IFSA-EUSFLAT 2009

On the use of aggregation operators for location privacy
Aida Valls1 , Jordi Nin2 and Vicenç Torra2
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Abstract—

Nowadays, the management of sequential and temporal
data is an increasing need in many data mining processes.
Therefore, the development of new privacy preserving data
mining techniques for sequential data is a crucial need to ensure that sequence data analysis is performed without disclosure sensitive information. Although data analysis and protection are very different processes, they share a few common
components such as similarity measurement.
In this paper we propose a new similarity function for categorical sequences of events based on OWA operators and
fuzzy quantiﬁers. The main advantage of this new similarity function is the possibility of incorporating the user preferences in the similarity computation. We describe the implications of the application of different user preference policies
in the similarity measurement when microaggregation, a wellknown data protection method, is applied to sequential data.
Keywords— Microaggregation, Privacy, Sequence aggregation,
OWA operators.

deal with event sequences, such as temporal data mining algorithms [4, 5] or sequence data analysis, both interested in
studying how feature values change with regards to time, in
order to identify interesting temporal patterns.
As in classical data mining, in order to ensure that sequence
data analysis is performed without disclosure sensitive information of data owners, statistical disclosure control (SDC) [6]
and privacy preserving data mining (PPDM) [7] techniques
should be applied. In this way, the privacy of the individuals
can be guaranteed. A very common way to achieve a certain
level of privacy on a database is to ensure k-anonymity [8, 9].
Microaggregation [10, 11] is the standard SDC technique to
achieve the k-anonymity in a database. Essentially, microaggregation builds clusters of at least k records and replaces the
original records with the centroid of the cluster that the record
belongs to. In this way, k-anonymity is ensured because in the
protected database there are at least k identical records.

In this paper we address the problem of measuring the similarity between sequences of events. Similarity measurement is
1 Introduction
a key point in data analysis but also in microaggregation. This
problem was already studied in [12], where a new approach to
The development of new methods for managing sequential
calculate the similarity for event sequences was presented: the
and temporal relationships is becoming an strategic area.
Ordered-based Sequence Similarity (OSS). This similarity is
Nowadays, thanks to the new technologies, categorical segreately improved in this paper. The new version presented in
quences of data are easily available in many scenarios. Inithis paper, applies the OWA operator to let the user to deﬁne
tially, sequential data was originated by the study of gene indifferent preference policies for the similarity comparison of
formation (DNA), but novel classes of applications based on
two event sequences, thus, it is called OSSOW A . Preference
geo-spatial information are currently appearing [1]. For inpolicies can be expressed using different fuzzy measures. We
stance, many applications use personal or vehicular tracking
will present the implications that some policies (fuzzy meadata, this information allows us to ﬁnd interesting patterns to
sure) have on the results of a microaggregation procedure with
be used in many different applications, such as trafﬁc control,
an illustrative example.
sustainable mobility management, accessibility of services or
even tracking patients with Alzheimer [2]. This type of data is
This paper is organized as follows. Firstly, in Section 2
known as Event Sequences [3].
we give some preliminaries about aggregation functions and
Classical data mining algorithms and decision making tech- microaggregation methods for SDC. Then, in Section 3 we
niques were developed for static data (i.e. data whose feature present a detailed description of our new similarity function
values do not depend on time). Consequently, the sequen- for categorical sequences of events. Section 4 provides some
tial nature of temporal data makes difﬁcult to apply classical experiments combining our similarity function with microagdata mining and decision making methods. Some areas of Ar- gregation. Finally, Section 5 draws some conclusions and detiﬁcial Intelligence have started to develop new methods to scribes some lines for future work.
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Preliminaries

In this section we give a short overview of aggregation operators, focused on the OWA operator, and microaggregation (a
data protection method).
2.1

Aggregation functions

2.2 Microaggregation
Microaggregation [10, 11] is one of the most commonly employed data protection methods [16]. From the operational
point of view, given a database with A attributes, microaggregation proceeds by building clusters of at least k records
and, then, replacing each record by the centroid of the cluster
to which the record belongs to. A certain level of privacy is
ensured because for each attribute, there are always k records
with an identical value. This assures the k-anonymity property
at the attribute level [8, 9]. The goal of a microaggregation is
to ﬁnd clusters of at least k records while minimizing the total
Sum of the Square Error:

Aggregation functions [13] are functions used for information
fusion. They typically combine N data values supplied by N
data sources into a single datum.
In this paper, we use them to deﬁne a new similarity measure among sequences of categorical events. In particular, we
consider the Ordered Weighted Aggregation (OWA) operator.
Two different deﬁnitions for this operator can be found in
c


the literature. One applicable when the number of data sources
(xij − x̄i )T (xij − x̄i ),
(3)
SSE =
is known in advance, and another that does not require to know
i=1 xij ∈Ci
how many data sources are combined. We use this latter deﬁwhere c is the total number of clusters, Ci is the i-th cluster
nition, which is based on fuzzy quantiﬁers.
and x̄i is the centroid of Ci . The restriction is |Ci | ≥ k, for all
Deﬁnition 1 A function Q : [0, 1] → [0, 1] is a regular mono- i = 1, . . . , c.
tonically non-decreasing fuzzy quantiﬁer (non-decreasing
In the simplest case (when A = 1), there are polynomial
fuzzy quantiﬁers for short) if it satisﬁes: (i) Q(0) = 0; (ii) time algorithms to obtain the optimal microaggregation [17].
Q(1) = 1; (iii) x > y implies Q(x) ≥ Q(y).
However, for the general case (A > 1), the problem of ﬁnding
the optimal microaggregation is NP-hard [18]. For this reason,
Two examples of families of fuzzy quantiﬁers Q1 and Q2 microaggregation methods are heuristic.
are given below. Q1 corresponds to Yager α-quantiﬁers, for
It is worth to mention that most of the classical microaggreα > 0.
gation techniques are based on the assumption that an average
record for all the elements in the database can be computed,
α
(1) like MDAV algorithm [19]. For the case of dealing with seQα
1 (x) = x
quences of events, this is not a feasible assumption, since sequences can be very diverse and the deﬁnition of a single av
erage sequence is not meaningful. Other methods rely on an
if x = 0
 0
Euclidean space, which is also not the case of the event seQα
1/(1 + e(α−x)∗10 ) for α > 0 if 0 < x < 1
2 (x) =

quences space.
1
if x = 1
(2)
In [3] the use of hierarchical clustering algorithms for seA graphical representation of these two fuzzy quanti- quences of events was presented. Those methods are sequenﬁers is given in Figure 1 for some particular α. α = tial algorithms based on a similarity measure between pairs
= of elements [20]. The result is a hierarchical tree of non{0.2, 0.4, . . . , 1.8, 2.0} are used for Qα
1 (x), and α
{0, 0.1, . . . 0.9} are used for Qα
2 (x). We can observe that for overlapping clusters that can be cut at any level to obtain a
small α values, the function increases quickly near x = 0, partition. For the experiments of this paper, the k-Sized Hiwhereas the increase is smoothly for larger values of α.
erarchical Clustering method (KSHC) has been applied [21].
Using fuzzy quantiﬁers, the OWA operator [14, 15] is de- This method is a modiﬁcation of the classical hierarchical sequential agglomerative non-overlapping clustering methods in
ﬁned as follows.
data mining [20]. The clustering process is structured in two
Deﬁnition 2 Let Q be a non-decreasing fuzzy quantiﬁer, then main steps: (1) the construction of a dissimilarity matrix for
OW AQ : RN → R is an Ordered Weighted Averaging all pairs of individuals, using an appropriate similarity mea(OWA) operator if
sure according to the type of data and problem characteristics
and (2) the exploitation of the similarity matrix to build a tree
N

of non-overlapping clusters. In this second stage, an itera(Q(i/N ) − Q((i − 1)/N ))aσ(i)
OW AQ (a1 , ..., aN ) =
tive process is executed, which consists of ﬁnding the pair of
i=1
elements (i.e. individuals or clusters) that are at minimum dissimilarity (i.e. the most similar) and build a new cluster with
where σ is a permutation such that aσ(i) ≥ aσ(i+1) .
these elements. Then, those elements are removed from the
The interest of the OWA operators is that they permit the dissimilarity matrix, and the dissimilarity of the new cluster
user to aggregate the values giving importance to large (or with respect to the rest of elements is computed. Different
small) values. In the case of the quantiﬁers given above, the methods for calculating this dissimilarity have been deﬁned:
smaller the α is, the larger the importance for the largest values Single Linkage (if the minimum distance with respect to the
being aggregated. In contrast, the higher the α is, the lower elements in the cluster is taken), Complete Linkage (if the
the importance of the largest values (and the higher the im- maximum distance is taken), Average Linkage, Median Linkportance given to low values). This different behaviour can be age, etc. The resulting tree can be cut at any level to produce
seen in Figure 1.
a partition of the individuals. The KSHC approach keeps the
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Figure 1: Graphical representation of Qα
1 and Q2 .

tradictional clustering process, but modiﬁes it properly in order to produce a partition that respects the k-anonymity property.
2.3

The Cluster Prototype

Methods for deﬁning cluster prototypes (or centroids) are
needed in microaggregation as well as in some unsupervised
machine learning techniques (e.g. in clustering). In general,
a prototype is deﬁned as a typical example, basis, or standard
for other elements of the same cluster. Prototypes combine the
most representative values for the attributes of the elements
that belong to the cluster. Consequently, prototypes are typical instances that represent the content of the cluster. They are
calculated using an averaging function (in most of the cases,
a weighted mean is used). However, when dealing with categorical sequences of events, those averaging functions are not
applicable.
In [22] a new method for generating prototypes of event
sequences was presented. This method is based on the calculation of an Element Scoring Table (EST), where the elements can be either individual events or patterns of consecutive events considered as an indivisible unit. So, the method
is called Ordered Element Scoring Prototyping (OESP). Different scores are assigned to each event depending on its position in the sequences of the cluster. The ranking given by
those scores is used to iteratively append an event to the prototype (initially the prototype is an empty sequence) until the
prototype has a length similar to the average lengths of the
sequences in the cluster.
This method will be used to calculate the centroids of the
clusters obtained by the new similarity measure, which is
needed to calculate the Sum of Square Error (3).

3 OSSOW A : A new dissimilarity function for
categorical sequences of events
From a formal point of view, a dissimilarity function f over
two sequences of events s1 and s2 has to fulﬁll the following
conditions:
1. Symmetry: f (s1 , s2 ) = f (s2 , s1 )
2. Positivity: f (s1 , s2 ) ≥ 0 for any s1 and s2
ISBN: 978-989-95079-6-8

3. Reﬂexivity: f (s1 , s1 ) = 0
Some dissimilarity measures for sequences of symbols have
been deﬁned. For instance, Hamming distance [23] or Edit
(Levenstein) distance [24] are usually considered [3]. However, such distances are quite simple when it is necessary to
deal with the relative ordering positions of the symbols in the
sequence, as it is needed in tracking studies such as the ones
presented in the introduction. Another drawback is the difﬁculty of incorporating user (expert) preference policies in the
computation of these measures.
As we are interested in comparing temporal event sequences, the results of those traditional categorical distances
are not good since they disregard a lot of information that
should be taken into account to obtain a more appropriate similarity value [12]. Two good examples of temporal event sequences are web logs and the itineraries of the tourists. In
these scenarios, there are two key issues to be considered:
• The number of common elements inside the sequences.
• The order (position) among the common elements inside
the sequences.
On one hand, the ﬁrst consideration allows us to evaluate
the common part of two different sequences, if this common
part is large, then the two sequences have to be similar, because such sequences show that their owners have done the
same things. On the other hand, the second consideration
takes into account whether the events have been done in the
same order or not. This second information is very useful
when applying data mining processes. For example, when detecting common itineraries for planning new bus lines. Note
that in this latter case, if two sequences have the same events
placed in the same order, they have to be more similar than two
sequences in which the events are placed in different order.
Based on those two assumptions, in [12], the Ordered-based
Sequence Similarity was deﬁned (OSS).
However, in the context of event sequence comparison,
apart from these two issues, it is also interesting to incorporate any user (expert) preferences on the similarity function.
In some scenarios, it is more important to group sequences
sharing a large number of events even though the events are
not in the same order. On the contrary, in other scenarios, the
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user is interested in tracking the sub-sequences of common
events, considering that two sequences with a few events in
the same order are more similar than two sequences with a
larger common set of unsorted events. Let us take as an example, an analysis of the tourist behaviour in a theme park. In
the ﬁrst case, the manager wants to ﬁnd groups of visitors that
have been at the same attractions (same locations) in spite of
the order of visiting them. In the second case, the manager is
interested in studying the ﬂow of visitors in the park, and to
know the common paths between attractions for planning or
user-recommendation purposes.
The OWA operator with a fuzzy quantiﬁer can be used to
introduce the user aggregation policy into the computation
of the similarity between pairs of temporal event sequences.
This permits us to tackle the issues explained before. Based
on this approach, a new similarity function can be deﬁned,
dOSS−OW A . It is calculated in two steps.
Firstly, partial distances between the elements of the two
sequences are calculated as follows.
Deﬁnition 3 Let s and r be two event sequences. Let si be the
i-th event of the sequence s, then the event distance of si with
respect to r is deﬁned as

minsi =rj |i−j|
if si ∈ r
|s|+|r|
d(si , r) =
(4)
1
otherwise
where |s| and |r| stand for the sequence lengths of sequences
s and r respectively.
If si appears n times in s and m times in r, the occurrences
in s and r are matched forming pairs that minimize |i − j|,
if some occurrences do not have a couple (n = m), they are
treated as if they do not appear in r, that is, they have a distance to r of 1.

Figure 2: Example with 6 sequences.
Table 1: Original sequences.
id
Sequence
0
abcde
abcxe
1
abmnc
2
erabc
3
edcba
4
mn
5
stmn
6

4

Experiments

In this section, we present the results obtained with a synthetic
sequences database (see Table 1). Figure 2 shows a graph
representation of those sequences as paths between a set of
Then, those partial distances are aggregated using the 11 locations. These could be places inside a theme attractions
OWA operator, which permits to apply different aggregation park. The arrows indicate a transition from one attraction to
the next one. The labels refer to the tourists that have followed
policies[14].
Formally, given sequences s and r, we compute the event each path step.
In order to test the dOSS−OW A function, the k-sized hierdistances d(si , r) for all i = 1, . . . , |s| and d(ri , s) for all i =
archical
clustering (KSHC) microaggreagtion algorithm has
1, . . . , |r|. Then, the OSSOW A measure is deﬁned as follows.
been used on this database. It has been applied to a kDeﬁnition 4 Let s and r be two temporal event sequences anonymity value of k = 2, which means that cluster of 2 or 3
with length |s| and |r|, respectively, then the dOSS−OW A dis- elements can be generated (recall that the number of elements
similarity function of s and r is deﬁned as
is constrained by k and 2k−1). Then, the method explained in
section 2.3 for prototype generation has been performed to obdOSS−OW A(Q) (s, r) =
tain the centroids of the clusters and calculate the information
OW AQ (d(s1 , r), . . . , d(s|s| , r), d(r1 , s), . . . , d(r|r| , s)) loss, that is, the SSE (3) .
1
Six different fuzzy quantiﬁers have been tested: Q0.4
1 , Q1 ,
where Q is a non-decreasing fuzzy quantiﬁer, and d(si , r)
0.5
0.8
,
Q
and
Q
.
They
deﬁne
different
aggregation
Q21 , Q0.1
2
2
2
stands for the event distance of si with regards to r.
policies in order to show how to introduce expert knowledge in
Following Deﬁnition 3, all event distances equal to 1 rep- the sequence similarity computation. Quantiﬁers with small α
resents the case of two sequences with non-common events. parameter consider more similar those sequences with a large
On the contrary, distances smaller than 1 represent the shift set of common events. On the contrary, quantiﬁers with large
between the common events in both sequences. In this case, α parameter consider more similar those sequences with few
the larger the event distance, the larger the shift. OWA op- common events but placed in the same order. Note that, quanerators permit the user to aggregate the values giving more tiﬁers with medium α parameter consider common events as
importance to large or small values when appropriate quanti- important as events placed in the same order.
ﬁers are selected. This stands for considering more important
Table 2 shows the results obtained for the dataset given in
non-common events (large distance values) or common events Table 1. Each row corresponds to a different parametrization
(small distance values). In this way we are modeling the two of the fuzzy measure used to compute the OSSOW A dissimilarity function between pairs of sequences. The ﬁrst three
scenarios described above.
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Table 2: Microaggregated sequences with k = 2.
Q
SSE
Sequences
0.515 abcxe, erabc
Q0.4
0.767 abcde, edcba, abmnc
1
0.907 mn, stmn
0.032 erabc, edcba
Q21
0.063 abmnc, abcde, abcxe
0.081 mn, stmn
0.002 erabc, edcba
Q41
0.0
abcde, abcxe
0.157 mn, abmnc, stmn
0.934 abcxe, erabc
Q0.1
1.137 abcde, edcba, abmnc
2
1.614 mn, stmn
0.087 erabc, edcba
Q0.5
0.162 abmnc, abcde, abcxe
2
0.159 mn, stmn
0.002 erabc, edcba
Q0.8
0.0
abcde, abcxe
2
0.146 mn, abmnc, stmn

Figure 4: Clusters obtained with a medium α.

Figure 3: Clusters obtained with small α.
rows correspond to the fuzzy measure Q1 (1) and the three
last rows correspond to the fuzzy measure Q2 (2).
The ﬁrst thing to note is that the results for Q1 and Q2 are
the same for low, medium and high α values. Using low values
in the parameterization of the fuzzy measures (e.g. α equal to
0.4 for Q1 and 0.1 for Q2 ) generates a similarity function that
stress the importance of visiting the same places, disregarding
the event order. For this reason, the sequence abcde is similar
to the sequence edcba. In the same way, the sequence abcxe is
more similar to erabc (with 4 equal elements) than to abmnc
(with only 3 common elements).
Oppositely, when large α values are selected (e.g. α equal
to 4 for Q1 and 0.8 for Q2 ), the order among the common
events plays a more important role in the similarity measureISBN: 978-989-95079-6-8

Figure 5: Clusters obtained with large α.
ment. Consequently, the sequence edcba is more similar to the
sequence erabc than to the sequence abcde, because the path
between elements a , b and c is exactly the same. Note also
that the sequences abcxe and abmnc also change their cluster
with regards to the case of low α values.
To balance these two polices, a medium α value can be selected (e.g. α equal to 2 for Q1 and 0.5 for Q2 ). In this case,
the groups obtained take into account both issues (common
events and event order) in a similar way. Notice that in this
case, the ﬁnal groups are different from the ones in the other
two cases.
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The clusters obtained for the different α values are graphically displayed in Figures 3, 4 and 5, for small, medium and
large α, respectively. From them, it can be more easily seen
that the itineraries are grouped in a different manner depending on the aggregation policy.
To sum up, it can be said that the dOSS−OW A function permits to model different similarity measurement polices. This
fact is crucial for data mining analysis and for privacy preserving data mining. If a microaggregation method does not consider the different semantics that the similarity function can
have, the partition obtained may put together individuals that
should be distinguished. Moreover, if the information of those
individuals is then replaced by their prototype values, the posterior analysis of these masked data will not be able to retrieve
some relevant knowledge for the user.

5

Conclusions and future work

In this paper, we have introduced a new similarity function for
categorical event sequences using OWA operators. We have
illustrated how it is possible to introduce expert knowledge inside the similarity computation using well-known fuzzy quantiﬁers. We have also presented some results about the application of this similarity function to a very recent microaggregation algorithm for categorical event sequences.
As future work we include the analysis of the microaggregation with respect to information loss and disclosure risk
measures when it is applied to event sequences. These measures are required to properly evaluate the performance of the
microaggregation when it is applied to event sequences and
compare it with other approaches. Moreover, the effect of different fuzzy measures must be studied.
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